Abstract. This study presents a novel soft computing system that provides network managers with a synthetic and intuitive representation of the situation of the monitored network, in order to reduce the widely known high false-positive rate associated to misuse-based Intrusion Detection Systems (IDSs). The proposed system is based on the use of different projection methods for the visual inspection of honeypot data, and may be seen as a complementary network security tool that sheds light on internal data structures through visual inspection. Furthermore, it is intended to understand the performance of Snort (a well-known misuse-based IDS) through the visualization of attack patterns. Empirical verification and comparison of the proposed projection methods are performed in a real domain where real-life data are defined and analyzed.
Introduction
A network attack or intrusion will inevitably violate one of the three computer security principles -availability, integrity and confidentiality-by exploiting certain A honeypot has no authorised function or productive value within the corporate network other than to be explored, attacked or compromised [2] . Thus, a honeypot should not receive any traffic at all. Any connection attempt with a honeypot is then an attack or attempt to compromise the device or services that it is offeringis by default illegitimate traffic. From the security point of view, there is a great deal that may be learnt from a honeypot about a hacker's tools and methods in order to improve the protection of information systems. In a honeynet, all the traffic received by the sensors is suspicious by default. Thus every packet should be considered as an attack or at least as a piece of a multi-step attack.
Snort is a libpcap-based [3] lightweight network intrusion detection system, is one of the most widely deployed IDS. It is a network-based, misuse-based IDS. Snort detects many types of malicious activity in the packet payload that can be characterized in a unique detection signature. It is focused on collecting packets as quickly as possible and processing them in the Snort detection engine.
Misuse-based IDSs entail one main problem; intrusions whose signatures are not archived by the system can not be detected. As a consequence, a misuse-based IDS will never detect a new (previously unseen) attack [4] , also known as 0-day attack. The completeness of such IDSs requires regular updating of their knowledge of attacks. Even if the capabilities of Snort allow a deep analysis of the traffic flows, what interests in this research is the detection, alerting and logging of the network packets as they arrive to a Honeynet system.
Visualization is a critical issue in the computer network defence environment, which chiefly serves to generate a synthetic and intuitive representation of the current situation for the network manager; as a result, several research initiatives have recently applied information visualization to this challenging task [5] [6] [7] [8]. Visualization techniques typically aim to make the available statistics supplied by traffic-monitoring systems more understandable in an interactive way. They therefore focus on traffic data as well as on network topology. Regardless of their specific characteristics, these methods all map high-dimensional feature data into a low-dimensional space for presentation purposes. The baseline of the research presented in this study is that soft computing, in general, and unsupervised connectionist models [9, 10] , in particular, can prove quite adequate for the purpose of network data visualization through dimensionality reduction. As a result, unsupervised projection models are applied in the present research for the visualization of Honeypot and Snort data. The main associated goal is to analysis and assess the Snort output thanks to visual media.
The remaining sections of this study are structured as follows: section 2 presents the proposed soft computing approach and the neural projection techniques applied in this work. Some experimental results are presented and described in section 3; the conclusions of this study are discussed in section 4, as well as future work.
